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1 Initial Assumptions

1.1 E-mail — success story and problem child
E-mail has come to establish itself as the standard communications form within companies. An ever
increasing number of procedures have migrated to paper-free email, be they internal or external

between business partners.

The growing number of e-mails and their usage even for business-critical information has posed a new
set of technical and legal challenges for companies. Surveys by IDC indicate that the average user
sends and receives 84 e-mails per day. Usage numbers are climbing continuously, with e-mail
communication increasingly replacing classical paper-and-pen post. We have all experienced first
hand in our daily business how e-mail is improving our communication and simplifying coordination

processes.

Yet this rapid growth has also brought problems with it. The enormous success is accompanied by the

development of problems for this communication channel.

As well as costs and system stability, another key issue related to e-mail retention is compliance. The
use of emails as a fully-fledged communication path has brought new legal and tax requirements

regarding the retention, archiving and handling of e-mail as a medium.

This white paper lays out best practises for IT departments for interacting with e-mail related

compliance requirements.

1.2 A flood of rules
Because e-mail has grown into an integral instrument for internal and external communication, the
question arises as to whether this communication channel should be based on internal compliance

guidelines or on external legislation.

Unfortunately, the legal situation on this matter is highly complex. On the one hand, national legislation
such as the HGB (German Commercial Code) in Germany or tax legislation like the GDPdU
(Principles of data access and auditing of digital documents) have jurisdiction. However, companies
are also subject to local legislation in target markets, such as the Sarbanes-Oxley Act in the USA or
Minefi regulations in France. These are supplemented by industry or function-based regulations such
as the MIFID in the financial services field or special regulations for investor relations employees in the
Securities Trading Act. Consideration must also be made for voluntary regulations like the Corporate

Governance Codex or Basle Il.
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Ill.: Various sources for compliance requirements r elated to e-mail communication

Taken in their entirety, it is exceptionally hard to keep an overview of these requirements, especially
since in many cases they contradict themselves in their specifics: whilst the German HGB leaves the
choice of storage form up to the company, the also German GDPdU restricts archiving of information

relevant to taxes to the original electronic form.

In many cases it will be left to a company's respective specialists to determine how the regulations
should be implemented. The question nevertheless remains as to how IT departments are to interact
with this tangled mass of requirements.

On the whole, however, experts agree on one fact: significant portions of e-mail communication will
need to be archived for the long term. Analysts Carolyn DiCenzo and Kenneth Chin from Gartner
Research formulate it thus: "An effective e-mail management policy is essential for organizations

in today's litigious environment." *

! Gartner Research, Carolyn DiCenzo, Kenneth Chin: “Magic Quadrant for E-Mail Active Archiving, 2007”, 05/2007
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1.3 What is the current status quo in the company?
In most companies, the handling of this problem remains highly unorganised. Users are usually left to
administer their own e-mails, deleting or archiving e-mails based on their own rationale. This is time

intensive and ineffectual.

Archiving is conducted primarily in the form of *.pst or .nsf files that are completely unsuited for long-
term storage. If employees leave the company or switch positions, the e-mail communications to a

large extent become a black box.

Searching for and research in e-mail communication where required
becomes a costly, haphazard and flawed process. The recreation of
e-mails from backups on a case-by-case basis ties up an enormous

portion of helpdesk/admin resources and can last days or weeks.

Users spend hours manually organising their inboxes, attempting to
adhere to e-mail file limits or to store crucial information. Gartner Research determined that a

company with 1,000 employees invests some $80,000 per month on manual management of e-mails.

Yet in spite of this enormous cost, the fundamental problems from a compliance viewpoint remain

unresolved.
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2 A proven solution approach from an IT point of vi ew

2.1 Concentration on the core

We have undertaken a comprehensive investigation of the various requirements and regulations for
the issue of compliance. The requirements can be split into two groups: general requirements related
to archiving and searching as well as specific requirements for processes, structures and control

mechanisms.

Ill.; Division into two requirement groups

According to our evaluation, the IT department should focus on the generic requirements and forward
the specific requirements to the respective specialists for clarification. This evaluation lines up with the
recommendations from Gartner Research. “The legal department and business units, not the | T
organization, should set records retention schedule s and design the processes for meeting

them. The IT organization needs to automate these p  olicies and processes."

On the detail level, the following core requirements emerge from a compliance viewpoint:

1. Secure long-term archiving of all incoming, outgoing and internal e-mails, including meta-

data and attachments in an auditable form that permits the recreation of the original format.

2. Technically and organisationally scaleable model — even if the e-mail volume doubles every

three years.
3. Powerful search function for all e-mails and attachments regardless of format.

In addressing these core functions, the IT portion of compliance to e-mail communication requirements

can be fulfilled.

2 Gartner Research, Debra Logan: "What IT Managers Should Do About Compliance”, 05/2007
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IT departments are recommended to introduce a base infrastructure that establishes a basis in the

short term for fulfilling compliance requirements.

At the centre of the solution is the goal of combining a necessary evil — the fulflment of legal
requirements and self-defined compliance guidelines — with a more pleasurable aspect, i.e. the

realisation of improvements in the IT department and general savings potential.

2.2 Stepped implementation

A sensible process can be formulated in two steps:
Step 1:

Implement the core requirements from an IT viewpoin t using a suitable e-mail archiving

solution.
Step 2:

Once the specialists have performed their research and formulated specific processes

and structures, apply your e-mail archiving solutio n to those applications as well.

Step 1 should be undertaken immediately. Every e-mail that you are unable to properly archive today
may turn out to be decisive tomorrow. Modern e-mail archiving solutions like inboxx allow this first step
to be undertaken within just a few days and without great difficulty. They allow the IT department to
fulfil their fundamental requirements in terms of compliance and put it in a position to reproduce any e-

mail at any time and with minimal effort.

For the second step to happen, the specialists must first be challenged to implement the details of the
legal requirements into their processes. This requires extensive organisational and legal detail work
and may yield results only after months or even years. The details may also frequently change, with
completely new requirements being added in. In essence, then, this second step is more or less a

never-ending adjustment process for the specialists.

This is why no responsible IT manager can wait for the specialists to provide their specifications
without first covering the generic core requirements. He or she would be exposing him or herself to the
danger of being held responsible for an inability to reproduce e-mail communication in the event of a
problem. Because the introduction of an e-mail archiving component is tied to significant savings in the
areas of infrastructure and administrative costs, these technologies should be implemented to as

broad an extent as possible within the enterprise.

Even if the two seem to be related, practice has shown that companies are not effective at
approaching the issue of e-mail archiving with the same energy that is applied to document
management. This is less a factor of technology than of process. Classical enterprise content

management approaches often fail when it comes to e-mail communication because they are based
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on extensive coordination and definition processes which are undertaken by the specialists in

archiving structures and keyword registers etc.

2.3 A checklist for the selection of a system

There are five key criteria that should be taken into consideration from a compliance standpoint when
selecting an e-mail archiving solution:
Support of complete journaling and selective, rules -based archiving
Companies are legally required to observe privacy obligations regarding private e-mails.
Depending on the situation and handling of private e-mails within the company, different
archiving guidelines must be put into effect. A complete journaling of all e-mails as part of the
first step is therefore not feasible out of operational considerations, even if this remains a long-

term goal.

Full text search of all attachments (including scan ned documents via OCR)

Many companies receive documents like contracts which are subject to compliance rules,
often in scanned form either as e-mail attachments, by fax, or via internal e-mail distribution.
Unlike inboxx, most e-mail archiving systems available on the market provide no full text
searches for scanned documents because they do not possess integrated OCR technology.
This turns the fundamental concept of a full search on its head, since crucial documents may
not be located at the right time. In cases of doubt a company would be forced to undertake a

costly manual search through e-mails with relevant documents.

Support for several e-mail infrastructures

In an era shaped by mergers & acquisitions, a company may quickly find itself saddled with
more than one e-mail infrastructure. Migration between different product worlds is another
potential cause of this. The selected archiving product should be in a position to support a
broad spectrum of platforms. We see the bare minimum as including support for IBM Lotus

Notes, Microsoft Exchange, Novell GroupWise as well as SMTP and IMAP-based platforms.

Low roll-out complexity
When selecting a system of e-mail archiving, we have observed that the speed of
implementation is a very important factor. The core of the compliance requirements should be

realised within several days.

Expansion to fully functioned compliance archive
The underlying archiving platform should be capable of integrated archiving of not just e-mails
but also other formats and media like documents, telephone recordings, video or online

content. This is the only way to properly account for long-term e-discovery requirements.
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Any potential solution should at the bare minimum fulfil these five criteria; otherwise there are no
assurances that the solution will be able to cover the compliance requirements for the company in the
long term.

3 Summary

The quantitative and qualitative growth of e-mail communication requires new paths in the technical
and organisational management of e-mails. Even today, many compliance requirements already
demand gapless, secure archiving of e-mails.

The number of compliance regulations to be observed is already quite high, even for small enterprises,
meaning that it makes little sense for IT departments to focus on the details of these requirements

when making a criteria catalogue for the selection of e-mail archiving software.

It would be prudent for IT departments to select a product that covers the core requirements laid out in
this white paper. During the selection of the product, particular priority should be given to ensuring that

a smooth roll-out can be achieved for the IT department.
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